
Chapter Contents Page No 

1 Introduction 1 

 1.1. Data Communications  1 

 1.2. Components of Data Communication 3 

 1.3. Data Representation 4 

 1.4. Data Flow 5 

 1.5. Networks 6 

 1.6. Types of Connection 7 

 1.7. Physical Topology 8 

 1.8. Categories of Networks 12 

 1.9. Interconnection of Networks: Internetwork 19 

 1.10. The Internet 20 

 1.11. Internet Service Provider 21 

 1.12. Protocols and Standards 21 

 1.13. Internet Standards 23 

 1.14. Open System Interconnection (OSI) 24 

 1.15. TCP/IP Protocol Suite 27 

2 Physical Layer 31 

 2.1. Data and Signals 31 

 2.2. Analog and Digital 31 

 2.3. Digital Transmission 32 

 2.4. Analog Transmission 36 

 2.5. Multiplexing 40 

 2.6. Spread Spectrum 49 

 2.7. Switching 53 

 2.8. Virtual-Circuit Switching 59 

3 Data Link Layer 66 

 3.1. Error Detection & Correction: Introduction 66 

 3.2. Modular Arithmetic 69 

 3.3. Hamming Distance 73 



 3.4. Linear Block Codes 74 

 3.5. Hamming Codes 78 

 3.6. Cyclic Codes 81 

 3.7. Checksum 85 

 3.8. Internet Checksum 87 

 3.9. Data Link Control 89 

 3.10. Flow and Error Control 91 

 3.11. Noisy Channels 97 

 3.12. Piggybacking 118 

 3.13. HDLC 119 

 3.14. Point-to-Point Protocol 126 

4 Network Layer 130 

 4.1. IPv4 Addresses 130 

 4.2. Address Space 130 

 4.3. Notations 131 

 4.4. Network Address Translation (NAT) 136 

 4.5. NAT and ISP 139 

 4.6. Position of IPv4 in TCP/IP Protocol Suite 142 

 4.7. Fragmentation 147 

 4.8. Checksum 149 

 4.9. IPv6 Frame Format 151 

 4.10. Priority 154 

 4.11. Comparison between IPv4 and IPv6 Headers 155 

 4.12. Comparison between IPv4 Options and IPv6 Extension 

Headers Comparison 

156 

 4.13. Transition from IPv4 TO IPv6 157 

5 Transport Layer 160 

 5.1. Services 161 

 5.2. UDP 162 

 5.3. Attributes 164 

 5.4. Reliable Byte Stream (TCP) 165 



5.5. TCP Segments 167 

5.6. TCP Operation 168 

5.7. TCP Connections 169 

5.8. User Datagram Protocol 170 

5.9. Connection Management 171 

5.10. Retransmission 174 

5.11. TCP Congestion Control 177 

5.12. QoS 180 

6 Application Layer 185 

6.1. Traditional Applications 185 

6.2. Electronic Mail: SMTP 185 

6.3. POP3 190 

6.4. IMAP 192 

6.5. MIME 197 

6.6. HTTP 201 

6.7. Safe Methods 205 

6.8. Security 206 

6.9. Web Services 206 

6.10.DNS  208 

6.11. SNMP 211 


